Seminar
OpenLDAP - Giai phap xac thuc tap trung

1. GIOI THIEU
> Tong quan vé LDAP
> Gidi thiéu cac ung dung sir dung ldap lam backend
> Céac cong cu quan tri LDAP
> Giéi thiéu OpenLDAP

2. DEMO:
> Cai dat OpenLDAP trén Ubuntu Server.
> St dung phpldapadmin dé quan tri OpenLDAP

> Strdung OpenLDAP xac thuc cac dich vu: CMS (Drupal), LMS (Moodle), Forum
(phpBB3), FTP (Proftpd).
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LDAP: Lightweight Directory Access Protocol

Thue muc (Directory): 1a noi dung dé chira danh sach thong tin vé cic doi
tuong, duoc sap xép mot cach chi tiét cho phép thuc hién céc thao tic truy xuat
théng tin nhanh chéng.

Dich vu thue muc (Directory Service): La mot dang CSDL dac biét, c6 tinh
mo ta cao, duoc thiét ké dé t6i wu hoa cho viée tim kiém, doc va duyét di licu.
Cac dich vu thy muc thwong thay hién nay:

Active Directory (Microsoft)

eDirectory (Novell)

Red Hat Directory Server

ApacheDS

OPenDS

OpenLDAP
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Tong quan vé LDAP

O

» La giao thuce truy cap nhanh cac dich vu thu muc.
> Pugc phat trién dya trén X-500 (DAP).

» La giao thirc dang Client — Server

» Hoat dong trén mo hinh TCP/IP.

1. Open conection and bind

o=
2. két qua clia thao tac bind
-y
3. search operation
-
4. return entry # 1
Ll
e 5. return entry #2
1 = L 6. return code of search operation
LDAP clignt 7. thao téc unbind . LDAP server
. b.dong két ndi

Mo hinh két noi gitta Client/Server

dc=net () de=com dc=DE

The Organisation de=example

Organisation Unit
ou=People ou=Servers

uid=habs

Person

M6 hinh cay thu muc LDAP




LDAP hoat dong dva trén 4 mo hinh (LDAP Models)
Mo hinh thong tin (Information model)
Mo hinh dat tén (Naming model)
MO0 hinh chirc nang (Functional Model)
Mo hinh bao mat (Security Model)

----------------------------------------------------- dn: uid=cict,ou=People,dc=cict,dc=local
objectclass: top

name type value 1, value2,... L attibute objectclass: person
| objectclass: inetOrgPerson
| cn: cict
name type value 1, value2,... : attribute sn: cict_agu
! uid: cict
‘| name= value = ! , mail: cict@cict.local
objectClass e schema, schema... it userpassword: cict_password
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Schema:
l { ObjectClass | La mot tap hop cac quy tic (rule) dé dicu
DT (i) ¢— SUP khién céc loai thong tin ma may chu thu
cia | 4 muc c6 thé t6 chue.
l St g Aﬁfiblitke | Mot Attribute dugc dinh nghia trong
SUP schema nay c6 thé duoc sir dung boi mot

([ Attbute | Objectclass duoc dinh nghia trong
schema khac.

[ entry ]q—}[ entry | o
- Objectclass:
dbing <iing Attribute )

L4 mot nhom thiét 1ap cua cac thude tinh
(Attribute).

Objecclass c6 thé duoc to chitrc phan cap, khi @6 noé sé duoc thira huong thudc
tinh cua cac cap cao hon.

Moi Objectclass déu dinh nghia cac thudc tinh bat budc va cac thudce tinh tuy
chon.
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=S —

l Irobjectl:laﬁs =narme
biectiClass =name
DIT entry |4—|
C‘ attribute-nameae=valus=
<hilcl T attribute-name=valuse
parent attribute-name=values
Superior [defined using ASM. 1]

robj ectClass =narme

[ entry entry ¢ ohjectClass —name

A - - attribute-name=valus
sikling SIENRS Eattribute—name=value
attribute-name=valus
[defined using ASM. 1]
[ ]
Attribute:

Chwra c4c dir liéu, mdi thuoc tinh déu c6 tén va gia tri cia no.
Mot Attribute c6 thé bao gom trong 1 hodc nhiéu Objectclass.
Moi Attribute c6 thé c6 1 hoic nhiéu gia tri.

Attribute cfing c6 thé duoc t6 chtrc theo dang phan cap.
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Cac tng dung st dung LDAP lam Backend
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Website: http: //www.openldap.org/
Phién ban hién tai: 2.4.31

OpenLDAP 1 phan mém nguén md, mién phi sir dung dé tao mot may cha thu
muc LDAP.

Thanh phan quan trong nhat trong Openldap 14 deamon slapd, n6 c6 tac dung
tao ra 1 may chu thu muc.

Ngoai ra con c6 cac thu vién hé trg nguoi dung tuong tac véi LDAP.

OpenLDAP cung cap va hd tro day du cic yéu cau can thiét cho 1 may chu thu
muc.
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http://www.openldap.org/

LDAP Admin
Website: http://www.ldapadmin.org/

Giosi thiéu: La 1 LDAP client mién phi chay trén moi truong Windows , dung dé
quan tri thu muc LDAP, né cho phép duyét, tim kiém, chinh stra, x6a ... cac d6i
tuong trén may chu LDAP.

PhpLdapAdmin

Website: http://phpldapadmin.sourceforge.net

Gisi thiéu: La mot LDAP client mién phi chay trén moi truong web, dung dé
quan tri may chu LDAP.

Nguyén Thanh Tung Trung tam tin hoc - PHAG


http://www.ldapadmin.org/
http://phpldapadmin.sourceforge.net/
http://phpldapadmin.sourceforge.net/
http://phpldapadmin.sourceforge.net/




